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Black Duck Unveils Groundbreaking Enhancements to Al-Powered Application
Security Assistant at Black Hat 2025

Black Duck Assist enables developers to find and fix security and compliance issues in human- and Al-generated
code in real time

LAS VEGAS, Aug. 5, 2025 /PRNewswire/ -- Black Duck® Software, Inc. ("Black Duck"), a leading global provider
of application security solutions, today announced significant enhancements to its Al-powered application security
assistant, Black Duck Assist™, which is now directly integrated into the company's Code Sight™ IDE plugin.
These new capabilities bring automated security scanning for Al-generated code and Al-driven code fixes directly
into developer environments to ensure seamless protection of application code.

According to Gartner, "Generative Al will deliver the greatest impact when adjacent activities complement the

gains in coding efficiency. For example, Al code security assistants and Al-augmented software-testing tools can

help reduce the mismatch in cadence between coding, scanning and testing activities."!

Through the Code Sight IDE plugin, Black Duck Assist automatically scans code in real time as it is written by
developers or generated by Al coding assistants. It identifies security vulnerabilities and potential IP violations,
allowing these issues to be addressed before developers proceed to other tasks.

Black Duck Assist also provides developers with Al-generated vulnerability summaries, code analysis, and code
fix suggestions directly within their development environment, allowing them to deliver secure, compliant code
quickly without switching tools or involving security experts.

In addition to traditional IDEs like Eclipse, IntelliJ, and Visual Studio, Code Sight is now available for Al code
editors such as Cursor and Windsurf. This enables developers to safely and securely incorporate code generated
by Al coding assistants, including GitHub CoPilot and Claude Code.

Additionally, Black Duck Assist now supports natural language queries in both the IDE and the Polaris™ platform,
allowing users to easily access project statistics, testing results, and trends, as well as obtain answers to product
configuration and functionality questions.


http://www.prnewswire.com/
https://c212.net/c/link/?t=0&l=en&o=4480947-1&h=1347427881&u=https%253A%252F%252Fwww.blackduck.com%252F%253Fcmp%253Dpr-sig%2526utm_medium%253Dreferral&a=Black+Duck%25C2%25AE+Software%252C+Inc.
https://c212.net/c/link/?t=0&l=en&o=4480947-1&h=3116462257&u=https%253A%252F%252Fwww.blackduck.com%252Fblog%252Fblack-duck-assist-ai-code-security.html%253Fcmp%253Dpr-sig%2526utm_medium%253Dreferral&a=Black+Duck+Assist%25E2%2584%25A2

"These advancements underscore Black Duck's commitment to harnessing the power of Al to enhance our
products and help our customers securely and confidently embrace the benefits of Al-augmented development,”
said Dipto Chakravarty, Chief Product and Technology Officer at Black Duck. "By extending Black Duck Assist
directly into the developer's workflow, we empower them to build secure software faster and more efficiently than
ever before."

To learn more, read our blog post or watch the Black Duck Assist video.

Black Duck will showcase Black Duck Assist in Code Sight at booth #5242 at the Black Hat Conference in Las
Vegas on August 6-7, 2025.

1. Gartner, Inc. "Predicts 2024: Generative Al Is Reshaping Software Engineering” by Frank O'Connor, Manjunath
Bhat, Jim Scheibmeir, Brent Stewart, Anne Thomas, January 16, 2024.

About Black Duck

Black Duck® meets the board-level risks of modern software with True Scale Application Security, ensuring
uncompromised trust in software for the regulated, Al-powered world. Only Black Duck solutions free
organizations from tradeoffs between speed, accuracy, and compliance at scale while eliminating security,
regulatory, and licensing risks. Whether in the cloud or on premises, Black Duck is the only choice for securing
mission-critical software everywhere code happens. With Black Duck, security leaders can make smarter
decisions and unleash business innovation with confidence. Learn more at www.blackduck.com.
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